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Introduction

« ZigBee stands for “ Zonal Intercommunication Global-
standard, where Battery life was long, which was
Economical to deploy, and which exhibited Efficient use
of resources.”

« ZigBee stands over IEEE 802.15.4 PHY & MAC
« ZigBee aims:
— Low data rate

— Low power consumption
— Small packet devices



3802.15.4/ZigBee Frequencies

* Operates in ISM radio bands:
— 868 MHz European Band at 20kbps
— 915 MHz North American Band at 40kbps
— 2.4 GHz Global Band at 250kbps
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ZigBee and Other Wireless
Technologies

Market Name ZigBee™ Yi-Fim™ Bluetooth™
Standard 802.15.4 GSM/GPRS 802.11b 802.15.1
COMAMXRTT
AselcaBonE Monitoring & Wide Area Voice Web, Email, Cable
ppiicalion Focus Control & Data Video Replacement
System Resources 4KB - 32KB 16MB+ 1MB+ 250KB+
Battery Life (days) 100 - 1,000+ 1-7 5.5 1-7
Network Size Unlimited (25% 1 32 7
B andwidth (KE's) 20- 250 64 - 128+ 11,000+ 720
Transmission
Range(metrs) 1- 100+ 1,000+ 1-100 1-10+
. Reliability, ’ Speed, Cost,
Sucoess Metrics Power, Cost RSAGh, TSy Flexibility Convenience




ZigBee protocol stack

« ZigBee builds upon the
physical layer and medium
access control defined in
IEEE standard 802.15.4
(2003 version) for low-rate
WPAN:S.

ZigBee specification
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Application Device Type Model

Application
Device Type

Logical
Device Type

802.15.4
Device Type

e.g. e.g.
Light Sensor Lighting
Controller

ZigBee ZigBee
Coordinator End
Device

FFD - RFD -
Full Function Device Reduced Function
Device

* Distinguishes the
type of device from
an end-user
perspective

* Distinguishes the
Logical Device
Types deployed in
a specific network

* Distinguishes the
type of hardware
platform

ZigBee products are a combination of Application, Logical, and Physical device types
Profiles may define specific requirements for this combination, but can also leave this up to

manufacturers




Application Profiles

Application Profile|{

]

Clusters Clusters

0: off 0: off

1: on 1: on

2: scene 1 Z: temp set
3: scene 2 3: time set

» Application profiles define what messages are sent
over the air for a given application

* Devices with the same application profiles
Interoperate end to end



ZigBee Application profiles

« Determines application-level features, protocol

» Defines device types with different capabilities (clusters)
— 2 bytes "device ID" enumerates device type within the profile

* Inherits network-level features from stack feature set

» |dentified by 2 bytes application profile IDs
— assigned by ZigBee Alliance

— can request private profile IDs for custom applications or use one of ZigBee's published
application profiles

« Examples:
— Home Automation (HA) — based on ZigBee or Zigbee Pro
— Commercial Building Automation (CBA) — based on ZigBee Pro
— Smart Energy (SE) — based on ZigBee or ZigBee Pro
— Manufacturer-Specific Profile (MSP) — anything proprietary



ZigBee clusters

« A'"cluster" is a set of message types related to a
certain device function

« Enumerated by 2 bytes Cluster ID

» Defines clusters for use in public profiles
— Same cluster (and ID) can be used in multiple profiles

« Defines "attributes" and "commands" for a given
cluster

« Groups clusters into "functional domains", e.g.
Lighting, HVAC

/,
f

ZigBee Cluster Library

Safety &
Security

easurement
& Sensing |*

Others... Closures l

Lighting ‘

) ¢

| ¢

HVAC

General

« Uses "client" and "server" model of communication

— Client sends messages to server: server maintains
attributes
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ZigBee addressing

* Addressing is the way in which a message gets from one

place to another in a network.

PAN ID
End point Addr (2 bytes)

(1-240) EPAN ID

NW Addr (8 bytes)
(2 bytes ‘D’)
A D IEEE Addr
(8 bytes)
Cluster 4 [ NW
2

Ch. Addr. |\q 110

} } } >
868 915 2400 F MHz
12

11 26 Channels




ZigBee addressing

e For2.4 GHz

Mame Range Cescription

Channel 11-28 A physical portion of the RF spectrum

PAMN IO Q200000 —0x 2 The address of a network within 8 channel
MwiAddr 0200000 —0xff 7 The address of a node within a network
Endpoint 1-240 The address of an applicaticn within a node
Cluster Q00000 -0 The object within the application

Command D200 —0ff An action to take within the cluster

Attribute 0200000 —DoFFrf A data item within the cluster




ZigBee addressing

 The MAC address, also called IEEE address, long
address, or extended address, is a 64bit number that

uniquely identifies this board from all other ZigBee
boards in the world

MAC MAC
0 14ED Address 0 14ED Address
T96F T96F
0050C2 0050C2
37B001010D 37B001000D
; 9 4 5 4
-~ MAC . MAC
 Address Address
3 3
~ 0050C2 0050C2
TTBO0NCASF e TBN0CASS e
. PAN ID : 0000 PAN ID : 0001

14



ZigBee architecture
« There are three different types of ZigBee devices:
— ZigBee coordinator (ZC)

— ZigBee Router (ZR)
— ZigBee End Device (ZED)
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ZigBee Coordinator (ZC)

e only one in a network
e |nitiates network

e stores information about the
network

e all devices communicate
with the ZBC

e routing functionality

e bridge to other networks



ZigBee Router (ZR)

e optional component
e routes between nodes
e extends network coverage

e manages local address
allocation/de-allocation




ZigBee End Device (ZED)

e optimized for low power consumption

e cheapest device type ,_ 0 @ End Device

e communicates only with the coordinator

via routers

e sensor would be deployed here

--REUTN:_F;-.-"I:

End Device

End Devies



Summery for ZigBee device
types

ZigBee Type Notes

ZigBee Coordinator (ZC) | Special router that forms the
network; only 1 per PAN

ZigBee Router (ZR) No duty cycling available

ZigBee End Device (ZED) Does not participate in
routing; may be sleepy;
requires ZC/ZR “parent” for

network participation
ZC ZR ZED



ZigBee tools

« Z-Stack™: is Tl's ZigBee compliant protocol stack for a
growing portfolio of IEEE 802.15.4 products and
platforms

* |AR: is a development tools for testing and compiling Z-
Stack based applications.

— It incorporates IAR C/C++ Compiler for ARM Cortex-M3,
assembler, linker, librarian, text editor, project manager, and
debugger

« SmartRF™ Studio: is a Windows application that can be
used to evaluate and configure Low Power RF-ICs from
Texas Instruments.



Practical part

« Zigbee boards:

— Chipcon
SmartRFO4EB
Evaluation
Board with
CC2430EM




Practical part
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Practical

part

« Zigbee boards:

— Chipcon CC2430DB Development Board

DC jack
(Reverse)
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connector
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Power switch 83
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' debug
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Open example

— Open GenericApp example(Zstack & IRA tools) from
example folder as shown bellow:

« C:\texaslInstrument\Zstack-1.4.2.1.1.0\project\Zstack\
samples\GenericApp\CC2430DB\GenericApp

& CC2430DB
File  Modifica

@Indietro L > | ‘ﬁ: ’f'..j]Cerca I. Cartelle -

Inditizzo |I|j C:\Texas InstrumentsiZStack-1.4.2-1. 1.0V ProjectsizstackiSamples’ Genericappl CC24 3008

HE

Wisualizza  Preferiti  Strumenti 7

B
Dperazioni

uj Crea nuova carkella
@ Pubblica cartella sul Web
=2 Condividi cartell

BBBBBBBB
aCE




Practical part

— Choose Coordinator or End device based on your
board type (ED, DB) and ZigBee role (ZC,ZR,ZED)

B 1AR Embedded Workbench IDE TT— —
"File Edit View Project Tools Window Help

DeH@ S s 2R o EEES

 Workspace x
: ]EnnrdinatDrEE L]

W EndDeviceDE

|| EndDieviceER

|| Demal B

! Demn:uE_Ei_

|| E 3 N
|| HE@osAL




Practical part

— then

* Project-> buildall

* Project->Debug

( for configuration)
Reset zigBee kit from

Its switch.
S300 for EB
S2 for DB

* Repeat these steps to
configure other devices

£ 1AR Embedded WorkbenchIDE ——
File Edit WView | Project| Tools Window Help
0= M El Add Files... -
Warkspace ' Add Group... .
IEDDrdinatanB Irport File List...
Files _ Edit Cenfigurations...
= Sﬂmpleﬁg Remowve
—H [ App
g HAL Create Mew Project...
bAALC - i
CIMT Add Existing Project...
L N Options... Alt+F7
—E [ 0SAL
—= [ Profile Source Code Control k
—H [ Security
= (1 Service| Make F7
—H (1 Tools Compile Ctrl+F7
—E (3200 .
[ Rebuild All
—E (3 ZMac =
[ (£ ZMain Elcan
(3 Output Batch build... F&
Stop Build
Debug Ctrl+D
Make & Restart Debugger




Practical part

— SmartRF tool

« |EEE address 8 bytes
(static)

1. Read
2. Change IEEE
3. Write

{'F TEXAS
INSTRUMENTS

What do you want to program?

|F'rogram CCxwxx SoC or MSP430

Suztem-an-Chip l MSP430]

Interface:

iFast v]

EB firrmware |0 | EB firmweare rey
0400 0037 [old]

Flazh image: |

Read IEEE] “wiite [EEE | |F-128 [adr: Ox1FFFE + IEEE 0Ox |FF FFFF FFFFFFFF 11

rain |[EEE address when

g the chip

Lelgtd

2

Erase

Erase and program
Eraze, program and verify
Append and verify

Werify against hex-file
Fiead flash into hexfile

B 0 Ol O

Flazh lock [effective after program/append):
\wdrite protect: |‘I28 kB - &l pages _V_J

I~ “white protect boot block
I Block debug commands [incl. read access)

ME: Cannot “Append and verify'' when zet!

Perform actions

CC2430 - |ID23CT: [EEE MAC address read successfully

27




RF sniffing

Connected Device

SoC/Transceiver"
Data Buffer**

Y

USB controller
Data Buffer

pC
4

Abstraction layer
8 kB buffer

Temporary
Disk file

Cache buffer
In RAM

A 4

Screen/GUI
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S n I I n ﬂi Texas Instruments SmartRF Packet Sniffer IEEE 802.15.4 MAC and ZigBee 2003
File Settings Help

Oald@ley v %] 3 & [zigee 2003~

Capturing device  Radio Configuration | Select fislds | Packet details | Address book | Display filter] Time Iine]

IEEE 802.15.4 Charinel:

AL



Capturing device | Radio Configuration | Select fields | Packet details | Address book | Display filter Time line |

Select capturing cevice:

SmartHFO4ER [USE Devic

Packet count: 0 :.l;:.rror count:0 Fllte off i RF device: CC2430 .:.Eﬁanne.l-: 1 [UxﬂB] [Packet broadcast OFF




RF sniffing

13 TEXAS
INSTRUMENTS

exac Inetruments SmartRF Packet Sniffar [EEE B03.15.4 MAC and ZigRee 2006

SWRU187F

File Settngs Help

O@ado e ol§ 3 & [ziggee zoos -

P.nbr. || Time {ms) Length Frame condrol field Sequence || ASSI1 Fcs A
R Type Sec Prnd &ck.regq PAN conpr || number ||{dBm)
179 =0 5 ACE a 5] 0 a 0<CE -74 ()
|Pnbr. || Time (ms) ||, Frame control field Sequence || Destl Dest. Source MAC payloac
B +0 gl Type $ec IMnd Ack.reg PAN coupr || number PAH || Address ||Address |[5E OF 6 OB 01 07
180 = 23 DATL O 1) 1 1 0xzl OxO0AC || OxE6060 || Ox0006 ||0E O6 07 10 S0 01
Ponbr. || Time {m=) Frame control field Sequence || RSSI
X et Type Sec Fod Ack.reg PAN compr || mumber ||{dBm) Fes
1581 =0 5 ACE a [n) 0 ) 02 L -7 O
|Punbr. || Time (m3) Length Frame control field Bequence Dest. Dest Source || MAC payload
R +0 Tere Sec Pnd Ack.req PAN conpr || number PAN || Address ||Address |(4& 00 01 00 00 00
laz = 27 DATL O o) 1 1 0xCF Ox00AC || Dx0001 || Ox0000 ({02 OL 01 00 10 OF
P.nbr. || Time {mis) Length Frame control field Sequence || RSS1 Fcs
B +1 Type Sec Ind Ack.reyg PAN compr || number ||{dBm)
153 =0 5 ACKE 0 o] 1] u] UxCF =75 Ox
P.nbr. || Time (me) Length Frame control field Sequance Deat. Rss1 FCS =
Bx +0 Type Sec Pnd Ack.req PAN_conpr || number PAN (B
14 = 10 [nd. 1) [u] [} o a 0xFD OxFFFF -76 O
P.nbr. il Time (ms) Length Frame control ield Sequence §| Source | Source Superframe specification
84 +0 s Type Sec nd Ack.rey PAN_compr | number PAN Address §E0 30 F.CAD ELE Coord dssoc
155 = 24 ECI [} o) o o 073 0x00AC | Dx0000 15 L5 15 0. 1 1
|P.nbr. || Time (ms) Lengin Frame control field Sequence || Dest, Dest.
B +0 i Type Sec Pod Ack.reg PAN_conpr || number PAN Ad_clre_aa
186 =0 n |cMm 0 o i i} 0xFE COxFFFFE || I=xFFFF
L ¥
Capturing devi:e] Fiadio Comfguration | Select ﬁel:ls] Packet details] Address book | Displap fiver Time line ]
SOURCE <144 270 ¥
Unregstersdsbroadcast e s @ 00 SRR RO RRE O 8 WEEN NENROENONNEOENE
duta-ragiziensd 0 L] (1]
Auto-regiziesd 1
Auto-redisienad 2 ] ]
Auto-reoistesd 3 it
& 2
Packet counk: 286 Error count: & Filker QFF

Figure 12: Packet sniffer screenshot from the IEEE8022.15.4/ZigBee protocols
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Any auestions?




