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Z-Stack: a complete protocol stack
conforming to ZigBee standard
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Agenda

Z-Stack

Texas Instrument (Tl) developer kit

— Hardware
 Demonstration and Evaluation Board

— Software
« 3rd Party Software: IAR

Z-Stack Application development
Example: GenericApp

» Download
* Run




What is ZigBee?

* A high level communication protocol using small,
low-power digital radios based on the IEEE
802.15.4 standard for wireless networks

» ZigBee is targeted at applications that require a
— Low data rate
— Long battery life
— Secure networking

The ZigBee Alliance

» Organized as an independent, non profit corporation
in 2002

— Includes major names in Semiconductor, Software
Developer, End Product Manufacturer and Service
Provider Industries

* Open and global
* Activity includes
— Specification creation
— Certification
— Market development and user education

04/11/2009



04/11/2009

The ZigBee Promoters
cellnet  F:T*N - ember

+* treescale Honeywell §Vé

Itronm  @Q moromora 'R

Changes for the Better

PHILIPS I  SIEMENS

Schneider

e}EIectric IYI TE"\I'DH IL I{IJPSTE%SENTS

...plus over 225 member companies from around the world

ZigBee Stack Architecture

/ Initiate and join network
——— Manage network

§ Determine device relationships
Send and receive messages

\’\/—/

Application

Application ZDO

App Support (APS) — Device management
. Device discovery

Security functions —
=l \ Service discovery

NWK

| ——7

Network organization —
Route discovery
Message relaying

Device binding
Messaging
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From 802.15.4 ...

Star |
. Full function device (FFD) O Reduced function device (RFD)
*Any topology «Limited to star topology or end-device
*PAN coordinator capable in a peer-to-peer network.
*Talks to any other device «Cannot become a PAN coordinator
*Implements complete protocol set *Very simple implementation

*Reduced protocol set

... to ZigBee

Cluster Tree

' 802.15.4 FFD > ZigBee Coordinator
(O 802.15.4 FFD > ZigBee Router
O 802.15.4 RFD - ZigBee End Device




ZigBee Node Types

® ZigBee Coordinator
— One required for each ZB network

— Initiates network formation and stores information about the
network

O ZigBee Router

— Participates in routing of messages

ZigBee End Device

O — Enables very low cost solutions

ZigBee Network Topologies

Mesh

Star

' ZigBee Coordinator
Cluster Tree O ZigBee Router
© zigBee End Device
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Application Profiles

Application Profile|” ]

Clusters Clusters

H H
H i
H H
H i
0: off 0: off H H
.
1: on 1: 4 E

2: scene 1 2: temp set
3: scene 2 3: time set

» Application profiles define what messages are sent
over the air for a given application

» Devices with the same application profiles
interoperate end to end

Why Do We Need Profiles?

* Need a common language for
exchanging data

* Need a well defined set of
processing actions

* Interoperability across different
manufacturers

» Simplicity and reliability for end
users
Consumer flexibility for products
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Home Automation Profile

« Management of lighting, heating and
cooling system from anywhere in your
home

» Automate control of multiple home
systems to improve conservation,
convenience and safety

« Embed intelligence to optimize
consumption of natural resource

* Install, upgrade and network home
control system without wires

« Easily install wireless sensors to monitor
a wide variety of conditions

* Receive automatic notification upon
detection of unusual events

Z-Stack (I)

A complete protocol stack conforming to
ZigBee Alliance standards

Provided by Texas Instrument
Microsoft Windows-based Free Software

Includes all layers of ZigBee stack (IEEE
802.15.4 layer, ZigBee layer, O.S. layer)
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Z-stack (ll)

HAL ( Hardware abstraction layer )

OSAL ( Operating system abstraction layer )
ZigBee Stack + IEEE 802.15.4 MAC

User Application

MT ( Monitor Test ) — Used to communicate with a PC-
based test tool via the UART

ZigBee 2006

— Last version: ZStack-1.4.3 (CC2430/31)

ZigBee 2007 (ZigBee and ZigBee PRO)

— ZigBee PRO: routing, security, fragmentation, etc.
— Last version: Z-Stack-2.2.0 (CC2530)

Working phases

Network formation: the Coordinator creates the
network to which all other nodes will connect.

Join: performed by non-coordinator nodes after
powering on. The network topology is created
(star, tree). Each node sends a message to the
Coordinator or to a Router which registers the
node as a child.

Binding: creation of a logical link between two
ore more end systems for data exchange.
Data transmission: data exchange between
end devices or with the Coordinator.
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Z-Stack Application
Development

* Be event driven

— Local (key stroke, sensor _ (—

alarm)

— Remote (tremote message Application Profile
from another device)

— Timers
» Follow a precise schema

« Interact with the ZigBee : | IEEEB02.15.4 |

stack E emeerareeeeenranenenenens :

Z-Stack Application structure

» Each application must contain:
— Init method

» The application must provide information to the ZigBee stack
— Node descriptor
— Hardware specific information
— Profile information
— Event-loop method

+ The event loop method is invoked whenever an event is transmitted to
the application

— Mandatory (system events)
— Application specific (timers)
» Applications can contain
— Local functions
— Callbacks
* to process specific events
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Event processing

» Events are received from the
ZigBee stack ﬁ e

+ Application events are then

transmitted to application level | Erssasaa
 The corresponding callback or

function for each event is
activated ﬁ o

Texas Instrument: Hardware ()

Chipcon SmartRFO4EB Evaluation Boards
* Includes a USB and Serial interfaces
« Fitted with a CC2430EM
* LCD panel
» Can be powered from:
« Batteries
* Over the USB interface
» The 9V DC connectors
* Includes a variety of sensors
* Potentiometer
» Pushbuttons and joystick
+2 LEDs
« Audio filter and amplifier enabling
transmission and reception of audio signals
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Texas Instrument : Hardware (ll)

CC2430DB Demonstration Boards
* Includes a USB interface
» Can be powered from:
» Two AA batteries
» Over the USB interface
» The 9V DC connectors
* Includes a variety of sensors
« Light sensor
- 2-way accelerometer
 Temperature sensor
+ Battery monitor
* Potentiometer
» Pushbutton and joystick

Texas Instrument : Hardware (lll)

Chipcom SOC BB Battery Board
» Fitted with a CC2430EM
» Can be powered from:
» Two AA batteries
* Includes a variety of sensors
« Temperature sensor
« Battery monitor
» Pushbutton
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|AR C-compiler

* |AR Embedded Workbench (EW8051)
suite

* It supports project management,
compiling, assembling, linking,
downloading, and debugging for various
8051-based processors
— Chipcon CC243x family

Example: “GenericApp”

Node 1

» The GenericApp example provides a simple interface:
— the ZigBee node finds an appropriate peer upon one button being pressed
— It binds to that peer upon another button being pressed

— It sends a packet containing “Hello World” eve% 5 seconds. Upon receiving a
packet, it would display the contents on the LCD in the evaluation.

04/11/2009

12



Fle Modfica Wisusizza  Preferti  Strumenti 7

Vv

Quaero + () (T Deoes [ o | [F]-
Indizzo | Ci\Texas Instruments\Zstack-1,4.2-1,1. 243008
x

Cartelle

= [ Texas Instruments
£ z5tack-1.4.2
= (D zstack-1.4.2-1

(5 Documents
E 3 Projects
= ) zstack

® () Tooks

® [ Componerts

() HomeAdtamation
(53 Libraries
= £ Samples
® 1) AMEZzighee
{2 AMEspp
& [2) Genericéipp
159 Haapp
@ 1) Location
® 1) SampleApp
E 2 Simpletipp
= O cczazo08

= W Sripleie.dzp
= ’J settings Fie DEP

SimpleApp. swd
File EWD
65K8

18KE

Tk Simpletipp.emp
File EWP
s1KB

2 settings

2 source
5 Todls

3 Utiities

@ ) 2Main

Coordinator
(Demonstration Board
Evaluation Board)

Router /

(Demonstration Board
Evaluation Board)

End-Device
(Demonstration Board
Evaluation Board)

CoardinatorE B
RouterDB
RouterE B
EndDeviceDB
EndDeviceEE
F— T8 GenericApph
[ 0SAL_GenericApp.c
& CaHAL
—& I MAC
FEMT
1 3 MK
FE05AL
& 3 Profile
& L3 Security
& 3 Senvices
—& [ Tools
FEOzZoo
& [ ZMac
& 23 Ztain
& 2 Output

Application Type

/ IAR Embedded Workbench IDE

Fle Edt View Froject Tools Window Help

DL oo
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Build
Application

Application

Clean / = G Tool

Build/Clean Application

/% 14R Embedded Workbench IDE

File Edit iew Tools  Window Help

Executable file generation:

Add Files...
Add Group.

Edit Configurations. ..

+ a51 (HEX file: text file)
+ s51 file (binary file with debug
information)

Create New Project. ..

Options. ..

Add Existing Project...

AlE+FT

Source Cods Control

N A HAL

e
FEEMT

|-m Garnek
= 0sAL

F?

F8

= Clean
CIPo® oot buid...
Zi5ecu

@ E Servi

=& zZ00
|- L2 Zhe

Chrl+D

= £ ZMain
L@ 3 Output

ile  Edit Wiew

< IAR Embedded Workbench IDE

{8 Tools Window Help

D= H
[roiepzce |
CoordinatorDB |

Files

=15

Add Fies.
Add Group

I
Edit Configurations. ..

FROAp
BGe
— BiGe
Lamos

E O HAL

Facamac

= T

1 £ WK

et osAL

[ £ Profile

[ Ca Secun

[ C3 Servi

[ 3 Tools,

HaCazDo

[ £ Zhiac-

- C3 ZMain

@ (3 Output

Create New Project...
Add Existing Project...

Optians... alF7

Source Code Conkrol
Make
Rebuild Al

Clean
Bakch build. ..

Download Application (I

/% IAR Embedded Workbench IDE
Fle Edt View Project [LWRY Chipcon Emulator Took Window Help

Step Over. Fi0 #ifdet MININIZE ROOT
Step Into Fi1 // DRAIN functions are not forced :
= A step out Shift+F11 #define Z5EG
FatAp Next Statement else
| [ GenericAp e // DRIN functions are forced into
| =B GenenicAn  pyouep. #define ZSEG ROOT
L‘;—Somear - endit
S HAL frest
Facmac = otsssssssssssssssesssssssssssninnss
Feawmt # LOCAL FUNCTIONS
CINWK. Macros... *
QI0SAL Logang »
@ CaProfile 25EG void zmain_dev_info( voic
C1Secu static ZSEG void zmain ext_addr( voic
FaGseomy Er s e
Ha @ Tools static Z5EG void zmain_vdd_check( voi
- 200 Ficdet Leo_supporTED
Fe@zive tatic 25T5 void zmstn_lcd 1
e static Z5EG void zmain_lcd init( voic
LaQoupu reness
+6m  main
+ @rief First function called afi
* Gretum aon't care
29C it nain( void |
{
/7 Tum ott interrupts
>
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Download Application (ll)

@ Chipcon SmartRFG04 Flash Programmer EEX

( chincon ]

Systern-onChip | EB application (USE) | E8 application (serial) | EB boatioader |

Chi com Flash Device list: EB \D]_Ch\p typeEB type, EB firmware ILEB firmware re
d T
Interface:
Programmer a

« Device select

» Read/Write

IEEE Address

» Download application
on the Flash

Flashimage: [CADocuments and Setings\GiovanniDeskiop\GW_AG2_rev2hex |

[~ Change I— bt a0y o [

Actions Flash lock (effective after program/append)

‘Wiite protect [Code 7-No chip selected v

[ \hirite protect boot block,

e [~ Block debug cammands (incl. read access)

© Readflashinta hexfie NB: Cannot*Append and verify" when setl

Perform actions

GenericApp (1)

1. Build and Download GenericApp
— Node1
» Uses EndDeviceEB configuration
* Receive packets
— Node2
» Uses CoordinatorDB configuration
+ Send packets

04/11/2009
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GenericApp |l

2. Start Node1 (Coordinator)
Red led light on
Network formation

3. Start Node2 (End Device)
Led orange light on
Join Network

4. SW4 Key Press on the Node1 —
Auto Find: start match description request
Led green light on

GenericApp (I

5. Node2 sends “Hello world” packets to the
Node1 every 5 seconds
— View results on the LCD

— View results on the Z-Tool provided by
Texas Instrument
By using serial port

04/11/2009
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Example: “SimpleApp”

Node 1
Collector

Node 2
Temperature sensor

» The SimpleApp example allows:
— the ZigBee node finds an appropriate peer upon one button being pressed
— It binds to that peer upon another button being pressed

— It sends a packet containing “Temperature” data. Upon receiving a packet, it
would display the contents sending it to the serial interface.

SimpleApp (1)

1. Build and Download SimpleApp
— Node1
» Uses SimpleControllerEB configuration
* Receive packets containing temperature data
— Node2
» Uses SimpleSensorDB configuration
« Send temperature data

04/11/2009
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SimpleApp I

2. Start Node1 (SimpleCollector) and T
Node2 (End Device)

» Allow Bind mode by pressing SW1
Key on Node1

e Turnon LED1 on Nodef1

3. On the Node 1 (SimpleCollector
device), any received sensor data
are written to the serial port
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