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» ZigBee tools
—1AR
— SmartRF
» ZigBee boards
— Evaluation Board (EB)
— Development Board (DB)

« Example and exercise




ZigBee tools a{"

- -

* 1AR (Ingenjorsfirman Anders Rundgren): is embedded
systems workbench IDE for building and running
applications on zigbee boards. www.iar.com

+ SmartRF™ Studio: is a Windows application that can be
used to evaluate and configure Low Power RF-ICs from
Texas Instruments.

ZigBee board #1 \

» Chipcon
SmartRF04EB
Evaluation Board

with CC2430EM
(RF)
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ZigBee board #2

» Chipcon CC2430DB Development
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Generic App (1)

Open GenericApp example(Zstack & IRA tools) from
example folder as shown bellow:

— C:\texaslInstrument\Zstack-1.4.2.1.1.0\project\Zstack\
samples\GenericApp\CC2430DB\GenericApp

Generic App (2)
» Choose Coordinator or End device based on your board
type (ED, DB) and ZigBee role (ZC,ZR,ZED)

2 14R Embedded Workoench IDE T

| File Edit View Project Tools Window Help

D -
| Workspace x

:||Comd\nalorEE =]

E CoardinatorDB

f

1|[FouterDB
+||RouterE B
|||EndDeviceDB
|| EndDeviceEB
|| emal B

1| | DemoE B

|| FE carwk
|| FamosaL




* Then

* Reset zigBee kit from its |[2014° | sssstng roer.
switch. FeciosaL | O e
- S300 for EB E?Ziﬁ!‘: Make 7
- 82 for DB = LZbo Rebuild All
* Repeat these steps to — B Qutput || e i .
configure other devices

¥ 1AR Embedded Workbench IDE T N
A i File Edit View [Project| Tools Window Help
— Project-> buildall D@ AdFe. -
Workspace Add Group...
— Project->Debug CoordinatorEB Import File List. -
Files Edit Configurations...
i 1 Elsample.
( for configuration) SEISampioN  femoe
@ CaHaL

Create New Project...

- Ca MK

& 3 Profile Source Code Control 3

& Tools Compile Ctrl+F7

@ Cazmac
= £ 2Main o

Stop Build

Make & Restart Debugger
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Network formation
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Join the network

Joystick | \ | VO connector A \ CC2420 R
\ eset
— \\ /7
CC2430 \
i j\ \ \ / | LED __—— | Buttonst

DC jack
Reverse)

use

Red light is ON
when the node
joins the network
&

Blinks when it
disconnect from
the network

@

Battery clip r
(Reverse)

Low current

uss mMcu
debug

connector
1/0 connector B
D e B e B
/ Light sensor \
EEPROM |~ usswmey

Push the
joystick

to the left

to activate the
auto scan mode(

5
E ¥
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connector
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debug
connector
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output
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input
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Send message

DC jack
[ (Reverscy |

Push the
joystick to the up

To send “Hello NES ..., | &
(Reverse)

2014” message and

observe the green
|Ight . Power switch 83 -
If it is ON, it means

that the message is [rosmeameter = [ [T\ Vo comnyctor &
sent. J o — ussmcj

.

Joystick | \ | VOconnectora | CC2430 Reset
\\ \\ /7
cC2430 \ \ /
S o\ \ ) T e

CC2430

Low current
jumpers

P.S. the applicatoin will continue send the message every 15 sec

Change IEEE address

Open SmartRF tool
 |[EEE address 8 bytes _ _______

(static)

Click on:

v ‘What do you want to program?
X3 7 Progam O SaC ar MSPA30
INSTRUMENTS

Sysemonthp | wepizn |

1. Read

st vise eee [P Gme=] e o

EEE address wher g the chip

2. Change IEEE
3. Write

Flash lack [effective afer program/appendy

128 K8 - Allpages =

FF FF FF FFFFFFFF 1T
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RF sniffing .

Connected Device C

Abstracton layer
SoC/Transceiver” 8 kB buffer

Data Buffer™

USB controller ’er_nporary
Data Buffer Disk file

“ Cathebuf’er“ “
In RAM

Screen/GUI

RF sniffing .

1- Choose the desired sniffing
kB lexas Instruments Smartki- Packet Snifter L BUZ15.4 MAC and Zigbee 2003

operating frequency from the e
Pop-up list. CaRlolr 1 O3 6 pgemn

p.s. the frequency should be the
same as the one in the
application configuration file

(.cfg).

Capturing davies Rarlin Coignnt

Jds | Packcotdotal | Adckess book | Dicplay iker | Time ine

IEEE 80215.4 Charnel
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%, | [ZigBee 2003 ~

RF sniffin

Select captuing device:

Coptuing device | R Confgurton | Seect s | Packetcetas | Addessbook | Disly it | Tiene

Packet count: 0 Error count:0 Filter off C2430 | Chann

11 [008] | Packet broadcast OFF

* Run the app

RF sniffing

” Texas SWRU107T
INSTRUMENTS

SmartRF Packet Sriffer. [EEE B0

15.4 MAC and Zighes 2006

i) [ZigBee 2005 -

& Texas Instrr v

A Frams som =] es ~
|| w0 ||Sem ™ rpe sec ma ack. xeq pan compr 4 | comen [ FES

G s oo R e e s
=

A Lype SeC rng ACK.req AN compr n
e i | orgn e ot R T A ptoad
o e sec s 308 van conpr | ‘mawmor || v | mowess | mcaress |4y un 01 sa 1 o

T [ (79[ e Tram comra it oo | 15T oo

o e 50 s om0 conp | sammmer |

P I [ S S W i i
i [rime e, T ot Srmuonee || mesc | Do
R [ e sec i s e oo | “mavwer || S| s -
- e o o S| ot |t
R [T oo e sed s hs e Paa_cons |mamor || P asicas
i I e e W - o124 .3

Time ()
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pacae coun: 20 Evor coun e it

Figure 12: Packet sniffer screenshot from the IEEE8022.15.4/ZigBee protocols
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Exercise
NV
» Configure the application based on the
following requirements:
— Change the message to “Ciao NES”.

— Change the operating frequency to 2415 MHz

— Change the IEEE address of the coordinator

node to “00 11 22 33 44 5566 77~
— Run the application and sniff the data £

.
f

_ S
+ Raise your hand when you are done &8
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