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Chapter 3

The Data Link Layer

p

Data Link Layer Design Issues

• Services Provided to the Network Layer
• FramingFraming
• Error Control
• Flow Control
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Functions of the Data Link Layer

• Provide service interface to the network layer
• Dealing with transmission errors
• Regulating data flow

• Slow receivers not swamped by fast senders

Functions of the Data Link Layer (2)

Relationship between packets and frames.



06/05/2008

3

Services Provided to Network Layer

(a) Virtual communication.
(b) Actual communication.

Services Provided to Network Layer (2)

Placement of the data link protocol.
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Framing

A character stream.   (a) Without errors.   (b) With one error.

Framing (2)

(a) A frame delimited by flag bytes.
(b) Four examples of byte sequences before and after stuffing.
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Framing (3)

Bit stuffing
(a) The original data.
(b) The data as they appear on the line.
(c) The data as they are stored in receiver’s memory after destuffing.

Error Detection and Correction

• Error-Correcting CodesError Correcting Codes
• Error-Detecting Codes
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Error Control

• Acknowledge positive or negative
• Timers and timeouts
• Sequence numbers to avoid duplicates

Hamming Distance 
and Error Correction

• No of bits of difference between two codewords
• To find d errors a code with distance d+1 is needed
• To correct d errors 2d+1 distance is needed

• The original codeword is closer to the wrong one

• Example: parity check

• If we want to design a code to exchange 2^m message we need r 
redundancy or control bits, so that the total code is m+r bitsredundancy or control bits, so that the total code is m r bits

• For each one of the 2^m “legal” message there are n “not-legal” messages 
with a distance = 1

• Each message must have n+1 bit combinations dedicated to it
• We have a total of 2^n possible combination, hence (n+1)2^m ≤2^n
• We obtain a minimum number of r bits to correct single errors 
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Error-Correcting Codes

Use of a Hamming code to correct burst errors.

• Transmission column by column of length K
• Burst error of K bits are corrected since there will be 

at most 1 single error per raw (codeword)

Error Detection vs Error Correction

• Used for wired communications (copper, fiber) with low error rate
• Less overhead
• Example (error correction overhead):

• Error rate: 10^-6 errors/bit
• With blocks of 1000 bits 10 bits are needed to correct errors
• 1Mbit of data requires 10000 control bits

• Example (error detection overhead):
• Error rate: 10^-6 errors/bitError rate: 10 -6 errors/bit
• 1 parity bit per block
• Retransmission of 1 extra block each 1000 blocks for this error rate
• Overhead is 2001 bit each Mbit of data 
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Burst Error Detection

• Block are organized as matrices of kxn elements
• A parity bit is added for each column and another raw is created p y

with parity bits
• The matrix is transmitted raw by raw
• This method can detect burst errors of length n, since only one bit 

per column is changed 

Polynomial Coding

• Rationale: bits are coefficient of polynomials. 
• Source and destination must agree on a generator called G(x)g g ( )
• The source adds to the m-bit frame to be transmitted a checksum so 

that modulo (M(x)+checksum, G(x))=0.
• Checksum computation algo:

1. If r is the degree of G(x), then add r zero-valued bits to the frame such that 
now it has m+r bits and corresponds to: xrM(x)

2. Divide G(x) by xrM(x) (modulo 2)( ) y ( ) ( )
3. Subtract the remainder (which contains at most r bits) from xrM(x). The result 

is the frame with checksum T(x).
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Error-Detecting Codes

Calculation of the polynomial code checksumCalculation of the polynomial code checksum.

Elementary Data Link Protocols

• An Unrestricted Simplex Protocol
• A Simplex Stop-and-Wait Protocol
• A Simplex Protocol for a Noisy Channel
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Protocol Definitions

Continued 

Some definitions needed in the protocols to follow.  
These are located in the file protocol.h.

Protocol 
Definitions
(ctd.)

S d fi itiSome definitions 
needed in the 

protocols to follow.  
These are located in 
the file protocol.h.
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Unrestricted 
Simplex 
Protocol

Simplex 
Stop-and-

Wait 
Protocol
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A Simplex Protocol for a Noisy Channel

A positive 
acknowledgement 

with retransmission 
protocol.

Continued 

A Simplex Protocol for a Noisy Channel (ctd.)

A positive acknowledgement with retransmission protocol.
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Sliding Window Protocols

• A One-Bit Sliding Window ProtocolA One Bit Sliding Window Protocol
• A Protocol Using Go Back N
• A Protocol Using Selective Repeat

Sliding Window Protocols (2)

A sliding window of size 1, with a 3-bit sequence number.g , q
(a) Initially.
(b) After the first frame has been sent.
(c) After the first frame has been received.
(d) After the first acknowledgement has been received.
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A One-Bit Sliding Window Protocol

Continued 

A One-Bit Sliding Window Protocol (ctd.)
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A One-Bit Sliding Window Protocol (2)

Two scenarios for protocol 4. (a) Normal case. (b) Abnormal 
case.  The notation is (seq, ack, packet number).  An asterisk 
indicates where a network layer accepts a packet.

A Protocol Using Go Back N

Pipelining and error recovery.  Effect on an error when
(a) Receiver’s window size is 1.
(b) Receiver’s window size is large.
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Sliding 
Window 
Protocol Check if seq no of  Protocol 
Using Go 
Back N

C ec seq_ o o
received frame is 
in the window

Continued 

Sliding Window Protocol Using Go Back N

Continued 
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Sliding Window Protocol Using Go Back N

Continued 

Sliding Window Protocol Using Go Back N
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Notes 

• There are buffering requirements at the source
– Frames must be stored until the ack arrives
– The ack for frame n implies frames n-1, n-2, etc… are acknowledged

• In this protocol we assume there is always traffic to send 
piggybacking acks

• There is need of multiple timers because each frame can timeout 
independently from others

Sliding Window Protocol Using Go Back N (2)

Simulation of multiple timers in software.
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• Main features:
• Source has a window of size between 0 and MAX_SEQ

A Sliding Window Protocol Using Selective Repeat

• Destination has a buffer of fixed size MAX_SEQ
• Usage of ack_timeout to avoid problems with piggypacking

• Destination keeps track of frame for which nak has been sent to 
avoid multiple retransmissions

• no_nak is true if no NAK has been sent for frame_expected
• If a wrong frame arrives after nak has been sent and lost, no_nak will be set to 

true and the auxiliar timer is started
• Upon timer expiration an ACK is sent. 

A Sliding Window Protocol Using Selective Repeat

Continued 
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A Sliding Window Protocol Using Selective Repeat (2)

Continued 

A Sliding Window Protocol Using Selective Repeat (3)

Continued 
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A Sliding Window Protocol Using Selective Repeat (4)

NOTA: il timer ack_timeout serve per gestire il caso in 
cui non si possa fare piggybacking. Ack timeout deve
essere minore del timer dei dati per assicurare che I 
frames ricevuti trasmettano ack in tempo

Implications of Non-sequential 
Reception

• Example: 3 bit sequence number
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A Sliding Window Protocol Using Selective Repeat (5)

Correct case: max window size 
must be half max sequence 
number

wrong case: max window size is 
larger than half max sequence 
number: superposition 

(a) Initial situation with a window size seven.
(b) After seven frames sent and received, but not acknowledged.
(c) Initial situation with a window size of four.
(d) After four frames sent and received, but not acknowledged.

Example Data Link Protocols

HDLC Hi h L l D Li k C l• HDLC – High-Level Data Link Control
• The Data Link Layer in the Internet
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The Data Link Layer in the Internet

A home personal computer acting as an internet host.

PPP – Point to Point Protocol

The PPP full frame format for unnumbered mode operation.

• Byte level stuffing
• Address and control field are constant

• No data link addresses
• Control field indicates no frame number (not used in PPP)

• Protocol type is LCP, NCP, IP, IPX
• LCP establishes link parameters
• NCP establishes dynamic IP addresses 
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PPP – Point to Point Protocol (2)

A simplified phase diagram for bring a line up and down.

PPP – Point to Point Protocol (3)

The LCP frame types.


